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B BO CONG THUONG ._ CONG HOA XA HOI CHU NGHIA VIET NAM
TRUONG PH CONG NGHIEP QUANG NINH Péc lap — Tw do — Hanh phic

CHUONG TRINH CHI TIET HQC PHAN
TRINH PQ DAI HQC
Nganh/Chuyén nganh dao tao: Cong nghé théng tin/ Mang may tinh

1. Tén hoc phan: An toan mang
2. Loai hoc phéan:Ly thuyél, thuc hanh
3. S6 tin chi: 03tin chi. Trong d6 L'T 02 tin chi, TH 01 tin chi
4. B6 mon quan ly hoe phan:Mang va Cong nghé phan mém.
5. Piéu kién tién quyét:
Mén hoc trude: Mang may tinh va Truyén thong; Dam bao va An toan thdng tin.
6. Phian bo thoi gian
- Thoi gian trén 1op: 60 tiét
S tiét ly thuyét: 30 tiét
S4 tiét thuc hanh: 27 tiét
S6 tiét kiém tra: 03 tiét
- Thoi gian tu hoce: 90 tiét
7. Muc tiéu cia hoc phén
7.1. Kién thire

- Nam duge cac nguyén tic co ban va nang cao trong vin dé an toan héthdng
mang mdy tinh cling nhu cac mé hinh ATM. Nam bt dugc cac thong tin, cachthic
trién khai va phat trién cac giai phap an ninh ha ting mang may tinh trong thuc té;

- Hiéu o cac 16 hong cta hé thdng trén nén tang Microsoft Windows; nim ro
céc van dé an toan, cac mdi de doa, ma hoa dur liéu cung nhu bao mét trén cidc may
chu;

- Hiéu ro mot sé dic tinh co ban ciia ma doc, dong thoi cung cap mot sb
phuong phip phong chéng ma doc can ban dé gitp nguoi hoc ¢6 nhén thire va hanh
dong ding din trong viéc ngan chédn cac loai ma doc dbi voi hé théng may tinh, mang
may tinh;

- Hi¢u rd vé tdn cong mang, cac hinh thic tin congedc ky thuét tin cong trén
mang LAN, WLAN, cdc md hinh cling nhu cac phuong thire tin cong mang, cic img
dung Web hién nay cling nhu biét mot s6 hé théng mang riéng do, cdc md hinh diéu
khién truy cip mang ciing nhu céu tric bao mat co s¢ ha ting mang may chu;

- Biét cac bude bao mat trang web toan dién nham phat hién nhitng cudc tAn
cong nham vao website cua cac doanh nghiép dé lam té liét hé lhéng, danh cép dir liéu
khach hang cua doanh nghiép.Nam dugce dinh nghia 15 hong bao mat website 1a gi ¢6
thé dan dén viéc website bi hack;

- Hiéu cach thace hoat dong cua Hacker str dung cac cong cu do quét dé phat
hién mot loat cac website ¢6 cdu hinh bao mat kém hodc website trén cac nén tang phod



bién nhu PHP, WordPress hay Joomla ¢ cac 16 hong da duge cong bd nhung chua
dugce chu website xur ly.Biét viéc bao mat hé théng may chu Server trudc nhirng su tan
cong clia tin tic mudn lay cip thong tin hay phd hoai hé thong;

Nam rd giai phap ngin ngira xdim nhép nham muc dich bao vé tai nguyén, dir
liéu va mang. Hiéu 16 nhiimg moi de doa tan cong luu luong mang bét hop phép;phat
hién cac cude tan cong nhanh va chinh xac, dua ra cc canh bao gilp nguoi quan tri
xac dinh cac 16 héng bao mat trong hé lhéng mang may tinh.

7.2. Ky nang

Sinh vién s& giai thich duge cac nguyén nhan dan dén viéc téncéng mang may
tinh, phan loai dugc cac 16 11611g trong hé théng mang. Apdung dugc cac k§ thuat
Firewall, NAT, VPN, IDS/IPS vao hé théng mang;

- Kha nang trién khai cac giai phap an ninh, mét sé tmg dung trong thyc té trén
hoach an ninh mang;

- Phan loai mot s6 16 hong trén Web ciing nhu k¥ thuat giam sat cic giao thir
http, https:

- Bao mat hé théng may chu Server ¢ trong viing DMZ;

- Thiét 1ap firewall khong cho cac két ndi t6i may chii web trén toan bo cic
cong, ngoai trir cong 80 (http), cong 443 (https) va cac cong dich vuc khac;

- Cai dat cac bdy macro dé xem cac tdn cong vao may ch;

- Quét server theo dinh ky voi cac cong cu nhu ISS hay map dé tim kiém 15
hong;

Cai dit va sir dung cac thiét bi ngan chin va phat hién xam nhép trai phép vao
hé théng mang.

7.3. Thai do

+ Co y thirc va tinh than trach nhi¢m, thai do va dao dac ding dan, y thirc ky
ludt va tac phong cong nghiép dé dap ang yéu cdu thue té ma cong viée doi hoi;

+ Co phuong phap lam viéc khoa hoc, kha ning lam viéc ddc ldp, lam viéc theo
nhom, kha nang tu nghién clu va nang cao chat luong hoc tap;

+ C0 tinh than trach nhiém voi ban than va tap thé, tinh than hoc hoi, y tri vuon
1én dé hoan thién ban than dé tiép tuc hoc tap o cac trinh do cao hon.

8. Noi dung hoc phin
8.1. Mé t4 viin tit

Hoc phan gdom 6 chuong: Chuong 1. Giap sinh vién hiéu rd vé tong quan vé An
toan mang; Chuong 2. Giup sinh vién biét rd hon vé ma doc va cach phan tich ma ddc;
Trong Chuong 3. Gidi thiéu mdt sé6 mo hinh tan cong mang; chuong 4. Giéi thiéu cho
sinh vién hiéu vé An toan ha tang mang; Chuong 5. Giup sinh vién nim rd vé An toan
cho Web/Webserver; cudi cing la Chuong 6. Gitp sinh vién hiéu rd hon cac phuong
phap an toan cho mot hé thong mang hién nay.

8.2. Noi dung chi tiét hoc phan



Tuin NOI DUNG I R L
’ (tiet) | (tiet) | doc trudc sinh vién
Chuong 1. Tong quan vé An _
toan mang may tinh i - Chuan bj va
1.1. Nguyén tic co ban vé ATM doc trudc ndi
va Internet ‘ dung trong tai
1.2. Thong tin co ban vé ATM, Tai liéu [1] | liéu [1]Chuong
1 cac mo hinh ATM ' ) 5 Chuong 1 |ltrl.6-1.8
1.3. Cac van d¢ an toan, cac moi (Tw 1.1 |- Thuc hanh
de doa va tan cong Ma hoa va co dén 1.5) theo ndi dung
so ha tang khoa cong khai trong tai liéu [2]
1.4. Cac muc ti€u an ninh mang tuan 1
1.5. Bao mdt trén cac lop khac
nhau
- Chuén bi va
doc truéc ndi
1.6. Baomat 2 lopva BGP | | | ... . | dung trong tai
. ; et [ai liéu [1] | .4
1.7. Hoat dong bao mat trén cac liéu [1] Chuong
. ; Chuong 1 "
2 may chu ) 2 2 (Tit 1.6 2tr2.l-—23
1.8. Diéu khién truy cip va xac < |- Thuc hanh
dén 1.8) Iy
thuc theo ndi dung
trong tai liéu [2]
tuan 2
- Chuén bi va
Chuong 2. Ma dge, phan tich g(_)c e n(:)}
. . Sl 4 ung ftrong tai
ma djc Tailiéu [1] | .4 :
i liéu [1] Chuong
2.1.'Tong quan ma doc Chuong 2 o
3 . i 2 2 p 2tr2.4-2.6
2.2. Céc loai ma doc (T 2. i .
. 4 o g ww £ = th_l'C hanh
2.3. Hiém hoa cua ma doc doi vol dén 2.3) _ o3
ATM theo ndi dung
trong tai liéu [2]
tuan 3
- Chuan bi va
2.4. Nhan biét ma doc va cach do¢ oo ml
; A i dung trong tai
phong tranh Tailigu [1] | .. .
. - N } liéu [1] Chuong
2.5. Phuong phap phéin tich ma Chuong 2 <
4 i 2 2 . 3tr3.1-33
dpe (Ih A Thuc  hanh
2.6. Ky thuit PE&COEFF file trong dén 2.6) ‘ e
i 7 gy theo ndi dung
phan tich ma ddc trong i liéu [2]
tuén 4
Chuwong 3. Tin coéng xadm nhip ;Y Chuan, bl s
- B T oc trudc ndi
hé thong mang Failiéu [1] | - -
e dung trong tai
3.1. Gidi thiéu Chuong 3 i .
5 X . X 2 1 liéu [1] Chuong
3.2. Cdc phuong thic Hacker tan (Tu 3.1 .
: % 3tr3.4-35
cong mang , dén 3.3)  Thuc  hanh
3.3. Cdc mo hinh tan c¢ong mang B I:IQi dung
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trong tai liéu [2]
tudn 5

Kiém tra bai so 1

3.4. Nhitng hinh thirc tdn cong pho
bién

3.5. Mot s6 ky thuat tan cong
mang

Tai liu [1]
Chuong 3
(Tt 3.4
dén 3.5)

- Chuan bi va
doc trudc ndi
dung trong tai
licu | 1] Chuong
3tr3.6-3.7

- Thuc hanh
theo ndi dung
trong tai liéu [2]
tuan 6

3.6. Mot sb cong cu tan cong
mang

3.7. Mot s6 phuong thirc tan cong
ang dung web

Tai liéu [1)
Chuong 3
(T 3.6
dén 3.7)

- Chuan bj va
doc trudec nodi
dung trong tai
liéu [1] Chuong
4tr4.1-433

- Thuc hanh
theo ndi dung
trong tai liéu [2]
tuan 7

Chuwong 4. An toan ha ting
mang

4.1. Phan tich cac hiém hoa nguy
co mat an toan trong co so ha tﬁng
mang

4.2. Bao mat truy cap cac thiét bi
mang

4.3. Cic md hinh diéu khién truy
nhap

43.1. MAC

4.3.2. RBAC

4.3.3. DAC

Tai liéu [1]
Chuong 4
(Tt 4.1
dén 4.3.3)

- Chudn bj va
doc trudc ndi
dung trong tai
licu [1] Chuong
41rd.4—-45

- Thuc hanh
theo ndi1 dung
trong tai lidu [2]
tudn 8

4.4. Cong ngh€ mang riéng ao
4.5. Bao mét may chu va co so ha
tang

Tai liéu [1]
Chuong 4
(To 4.4
dén 4.5)

- Chuan bi va
doc trudc nodi
dung trong tai
liu [1] Chuong
4trd.6—-4.7

- Thuc hanh
theo ndi dung
trong tai liéu [2]
tun 9




Tai ligu [1]

- Chudn bji va
doc trudc ndi
dung trong tai
liéu [1] Chuong

4.6. Giam sat An toan mang Chuong 4 SrS.1-54
10 | 4.7. An toan cho mang WLAN (Tur 4.6 . g
déna.7y |7 Thue hanh
theo ndi dung
trong tai liéu [2]
_ tuan 10
Kiém tra bai sb 2
Chuong 5. An toan cho ;‘lofmi?irldcb! n\g
Web/‘\f\/ebser\ier dﬁng trong (ai
2.1 LOng UEDy e Tai lieu [1] | liéu [1] Chuong
5.1.1. Céu trac 1 trang web s
11 [5.1.2. Ung dung web hoat dong Clung 5. | 34k 5.2~5d
2 e i (Tu 5.1 |- Thuc hanh
phu the pdo? dén 5.4) theo ndi dun
5.2. Bao mat may chit Web : i 8 0 [2%
5.3. Bao mat luu lugng Web wAn 11
5.4. An toan cho IP, IPSec, SSL
5.5. Mot s6 hinh thire tin cong
website:
5.5.1. Khai thac 16 hoéng cua
nhimg phan mém c¢6 trén web
server.
5.5.2. T'4n céng DDOS
5.5.3. Khai tac dir lidu tir back-end - Chuin bi va
5.5.4. Thay doi(deface) giao dién doc truéc ndi
website. dung trong tai
5.5.5. Dung web server da bi tin Tailiéu [1] | liéu [1] Chuong
12 cong dé phat tan malware. Chuong 5 |6tu6.1 -64
5.6. Phan loai cac 16 hong bao mat (Tu 5.5|- Thuc hanh
Website pho bién hién nay dén 5.7) theo ndi dung
5.6.1. Giam sat cac giao thuc trong tai liéu [2]
http/s tuan 12
5.6.2. Bao v¢ cac ung dung va dio
liu trude cac loai tin cong trai
phép.
5.6.3. Phan tich sau cac goi tin di
chuyén trong cac luu lugng di ra/
vao tr may chu dich vu Web.
5.7. Cic budce bao mat Web
Chwong 6. Phuwong phap bio vé - Chuan bi va
hé théng mang Tailiéu [1] | doc  trudc ndi
13 6.1. Moi de doa mang may tinh Chuong 6 | dung trong tai
doanh nghiép (Tu 6.1 | liéu [1] Chuong
6.2. Cic co ché chinh bdo vé h¢ dén6.4) | 6tr6.5-6.8

théng may tinh

- Thuc hanh
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6.3. Cac phuong phap khai thac
bao v¢ thong tin
6.4. Ki¢m soat luu lugng mang

theo ndi1 dung
trong tai liéu [2]
tuan 13

6.5. Cac dich vu an toan mang
6.6. Cong nghé tuong lura, ASA

Tai liéu [1]

- Chuan bj va
doc trudéc noi
dung trong tai
liéu [1] Chuong

14 67 Ci'I;C m(;) hi{lh bao vé, phong ) ) C[l‘uorng 6 Newéo—695
thu, chong tan cong (Tu 6.5 Thie  hank
6.8. Cac k§ thuat xam nhéap, ky dén 6.8) .
thudt phat hién xam nhap theo By dung
: : ' trong tai liéu [2]
tuan 14
Kiém tra bai so 3 1
6.9. Cac cong cu bao v¢ hé théng
mang
6.9.1. Gidi thiéu cong cu Essential
NetTools
6.9.2. Gidi  thiéu cong cu 1 Tailiéu [1] |- Thuc hanh
15 Microsoft ~ Baseline  Security ) Chuong 6 |theo ndi dung
Analyzer (Tur 6.9 | trong tai li€u [2]
6.9.3. St dung cong cu Tenable dén 6.9.5) |tuan 15
NeW'l' Scanner
6.9.4. IDS/IPS
6.9.5. Open Source Filter loc ndi
dung cho HTTP, FTP, SMTP
Tong cong 30 30

9. Nhiém vu ciia sinh vién

- Dy 16p: Téi thiéu 70% sb gid hoc trén 16p ¢6 su huong dan cta giang vién

- Bai t@p, thyc hanh:
+ Lam bai tap day du

+ Doc thém tai liéu giang vién yéu cau

+ Di thue hanh trén may tinh day du

+ Thi kiém tra gitra ky va thi kiém tra két thiic hoc phén

- Dung cu hoc tap: o luu iy USB
- Khac:

10. Thang diém va hinh thirc d4nh gii:

- Thang diém: Thang diém 10 (tir 0 - 10)

- Hinh thirc danh gia:

- Sinh vién khong tham gia di 70% sb tiét hoc trén 16p khong duge du thi két

thac hoc phan va nhén diém 0.

- Diém thanh phan dé diém I¢ dén mot chit s6 thap phén

- Diém hoc phan lam tron dén phén nguyén

11. Tiéu chuan danh gia sinh vién
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TT |  Diém thanh phin _____Quydinh Trong s6 | Ghi chu
1 Diém thuong xuyén, | - SO tiét dyu hoc/tong sd tiét:
danh gia nhan thuc, thai | 5%

do thao ludn, chuyén |- S6 bai tap da lélm/l6ng $b 10%
can, lam bai tap ¢ | bai tap dugc giao va tham
nha,... gia thao luén trén 16p: 5%
2 | Diém kiém tra gitta ky |- Hinh thie KT: Thuc hanh 50
trén may tinh. 30% hat/bai
- S bai kiém tra: 03 SRR

3 Thi két thic hoc phi‘m Hinh thirc thi hdn hop (Vin
dap+ thyc hanh)

60% | 60 phat

12. Tai liéu hoc tap
- Gido trinh bit bude

[1] Bai giang An toan mang, B6 moén Mang & CNPM bién soan va cép nhét

[2] Tai liéu thyc hanh, B mén Mang & CNPM bién soan va cdp nhat

[ 1] William Stallings. Network Security Essentials: Applications and Standards,
Third Edition. Prentice Hall, 2007.

13. Cac yéu cau khac (néu ¢6) cia hoc phﬁn:
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