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CHUONG TRINH CHI TIET HQC PHAN
TRINH PQ PAI HOC
Nganh/Chuyén nganh diao tao: Mang may tinh

1. Tén hoc phan: Quan tri mang 2
2. Loai hoc phan: Ly thuyét + thuc hanh
3. S6 tin chi: 03 tin chi. Trong do (02 LT, 01 TH)
4. BO moén quan ly hoe phan: Mang va Cong nghé phan mém
5. Piéu kién tién quyét: Mang may tinh, Quan trj mang |.
6. Phan bo thoi gian:
- Thaéi gian lén 1op: 60 tiét
+ SO tiét ly thuyét: 30 tiét
+ S04 tiét thue hanh: 27 tiét
+ SO tiét kiém tra: 03 tiét
- Thai gian ty hoc: 60 tiét
7. Muc tiéu cia hoc phin:
7.1. Kién thire:
- Hiéu sau hon nhiing kién thirc vé a0 hoa, dam may (Cloud) va Bigdata.
- Nam duge mot s6 dang ao hoa phé bién.
- Nim duoc cac thiét bi ha ting mang va bao mat mang
- Ndm duoce cac loai tudong lira mém, tuong lira cimg
7.2. Ky ning:
- Tham gia quan tri dugc mot hé théng mang may tinh trong cac co quan, doanh
nghiép. :
- Trién khai, cai dat, cau hinh va quan ly mot tuong lra mém/cimg co
ban_ISA/TMG, Iptables, ASA. Tu vén lip dat mot hé thong tuong lira.
- Trién khai, cai dat, céu hinh dugce cong nghé VPN cho doanh nghiép
- Gidm sat duge mot mang may tinh.
7.3. Thai do:
Nghiém chinh chap hanh gio hoc trén 16p va gid tu hoc, chuan bi tét cac ndi dung
bai hoc trudce khi 1én 16p va cac bai thuc hanh.
8. Ndi dung hoc phén:
8.1. Mb ta vin tat:
Noi dung mén hoc gdbm 6 chuong véi nhitng phan co bin sau:
- 'l'éng quan vé Ao hoa.
- Dich vu ao hoa Hyper-V.
- Mot s6 phuong thirc chimg thyc



- Thiét 1ap ché do tuong ltra cho mdt mang may tinh.
- Trién khai can bang tai web, file.

8.2. N§i dung chi tiét hoc phan

Tudn NOI DUNG LT | TH Tai liéu Nhiém vu cua
7 doc trudce sinh vién

Chwong 1. Tong quan vé 40 héa Tai liéu [1] | - Thuc hanh trén
va dién toan dim miy Chuong I | mdy tinh cdc ndi
I.1. Cong nghé ao hé:d (muc 1.3) |dung trong tai

L.1.1. Gidi thiéu vé cong nghé ao lidu [2].

hoa. - Doc trudc ndi

1.1.2. Uu nhuoe diém cua ao hoa. dung bai hoc

1 1.1.3. Phan loai a0 hoa. 5 ) chuong 1 (1.3).

1.2. Dién toan dam may

1.2.1. Gigi thiéu dién toan dam

may — Cloud computing

1.2.2. Ao héa may chu theo md

hinh dién toan dam may.

[.2.3. Big data trong cdng ngh¢

dam may.
1.3. Mot s6 cong nghé 4o hoa may Tai liéu [1] | - Thyc hanh trén
chu chuong 2 | may tinh cdc noi
1.3.1. Cong ngh¢ ao hoa Virtuozzo (tr 2.1 - | dung trong tai

" container cua Parallels. 5 y 2.2). liéu [2].

- 1.3.2. Cong nghé ao hoa Xenserver - - Doc trude ndi
cua citrix. dung bai  hoc
1.3.3. Cong nghé ao hoa Hyper-v chuong 2 (tu 2.1 -
cua Microsoft piw
Chuong 2. Bio mit mang va cic Tailidu [1] | - Thuc hanh trén
thiét bi ha ting mang Chuong 2 | may tinh cac ndi
2.1. Tong quan vé bio mat mang (2.3). dung trong tai

3 2.2. Tong quan vé AAA 9 5 lidu [2].

2.2.1. Diéu khién truy nhdap —| = - Doc trudec ndi
Access Control dung bai hoc
2.2.2. Xac thuc chuong 2 (2.3).
2.2.3. Kiém tra quan li - Auditing
2.3. Cic thiét bi ha ting mang - Thuc hanh trén
2.3.1. Tuong ltra — Firewall may tinh cac nQi
2.3.2. Bd dinh tuyén — Router Tai liéu [1] | dung trong tai

A 2.3.3. 30 chuyéll mach —Switch 5 ” Chuong 3 | liéu [2].

2.3.4. B0 cén bing tai - (tr3.1- |- Doc truéc ndi
2.3.5. Proxies 3.2) dung bai  hoc
2.3.6. Cong bao vé Web (Web chuong 3
Security Gateway) (tr3.1- 3.2)
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2.3.7. Hé thong phat hién xam nhap

Chuwong 3.

FIREWALL

3.1. Tong quan vé Firewall
3.1.1. Khai niém vé Firewall
3.1.2. Muc dich cua Firewall

Twong lhira -

Tai liéu [1]
Chuong 3
(3.3)

- Thuc hanh trén
may tinh céc noi
dung trong tai
lidu [2].

- DPoc trude noi

3.1.3. Phan loai Firewall 2 2 dung bai hoc
3.1.4. Mb hinh kién trac cua chuong 3
Firewall (3.3)
3.2. Tudng lira mém ISA, TMG
3.2.1. ISA
3.2.2. TMG
3.3. Tuong Itra cirng ASA. Tai liéu [1] | - Thuc hanh trén
3.3.1. Gidi thiéu vé ASA Chuong 4 | may tinh cac nodi
3.3.2. Trién khai mét sd tinh ning (muc 4.1) |dung trong tai
ctia ASA trong hé théng mang. ) | licu [2].
- Doc trude noi
dung bai  hoc
chuong 4 (muc
4.1)
Bai kiém tra 01 1
Chuong 4. Cong nghé VPN Tai liéu [1] | - Thuc hanh trén
4.1. Téng quan vé VPN Chuong 4 | may tinh cac nd1
4.1.1. Khai niém (4.2) dung trong tai
4.1.2. Loi ich cua VPN ) ) li€u [2].
4.1.3. Chlrc ndng cua VPN - bPoc trude noi
4.1.4. Céc thanh phén cén thiét tao dung bai  hoc
nén két nbéi VPN chuong 4 (4.2)
4.1.5. Phén loai VPN
4.2. Mot s6 giao thirc ma héa trong Tai liéu [1] | - Thuc hanh trén
VPN Chuong 5 | may tinh cac ndi
4.2.1. Giao thirc dinh hudng 16p 2: (tr5.1- |dung trong tai
L2I° (Layer 2 Forwarding) 5.2) ligu [2]
4.2.2. Giao thirc duong ham diém | 2 2 - Poc trude ndi
diém — PPTP dung bai  hoc
4.2.3. Giao thirc duong ham 16p 2 chuong 5 (tir 5.1 -
~12TP 3.2)
4.2 4. Giao thac IP Sec
Chuong 5. Hé thong Mail Server Tailiéu [1] | - Thuc hanh trén
5.1. Tong quan vé hé thong Email 2 2 Chuong 5 | may tinh cac ndi
5.1.1. Khéai niém va cac thanh (tr 5.3 - | dung trong tai




phan ctia Email
5.1.2. Mot sb giao thic trong
FEmail

5.2. MS Exchange Server
5.2.1. Giéi thiéu vé MS.Exchange
Server
522, Mot s6 dic diém coa
MS.l:xchange

5.4)

ligu [2].

- DPoc trudée nodi
dung bai  hoc
chuong 5 (tr 5.3 -
5.4)

5.3. Cai dat Exchange Server

Tai liéu [1]

- Thuc hanh trén

5.4. Chuyén Physical Machine sang Chuong 5 | may tinh cac noi
Virtual Machine (tr 5.5 | dung trong tai
10 ) 5 5.7). liéu [2].
- Poc trude ndi
dung bai hoc
chuong 5 (tor 5.5
-5.7).
5.5. High Availability cho cac Tai liéu [1] | - Thuc hanh trén
Mailbox Server Chuong 6 | may tinh céc ndi
5.6.  High Availability cho céc (tr 6.1 — | dung trong tai
11 | Client Access Server 5 | 6.2). liéu [2].
5.7.  High Availability cho Hub - boc trudc ndi
Transport va Edge Transport Server dung bai hoc
chuong 6 (tur 6.1
-6.2).
Bai ki¢m tra 02 ;
Chuong 6: Giam sat hé thong - Thuc hanh trén
mang Tai liéu [1] | mdy tinh céc ndi
6.1. Tong quan vé giam sat mang Chuong 6 |dung trong tai
6.1.1. Khai niém (6.3). liéu [2].
6.1.2. Céc linh vuc can phai giam sat - Doc trudc ndi
trong hé¢ thong mang dung bai  hoc
12 ]6.2. Giao thic quan ly mang don chuong 6 (6.3).
gian — SNMP va mot s6 phan mém | 2 2
glam sat mang
6.2.1. Giao thirc quan ly mang don
gian — SNMP
6.2.2. Mot s6 phan mém giam sat
mang thuong gap
6.3. Cin bang tai Tailiéu [1] | - Thuc hanh trén
6.3.1. Trién khai cin bang tai Web Chuong 6 | mdy tinh cac ndi
6.3.2. Irién khai can bang tai File 2 | (6.4). dung trong tai
ligu [2].
13 - Doc trude nodi
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dung bai  hoc
chuong 6 (6.4).
Bai ki¢m tra 03 I
6.4. Domain Doc lai tai | - Thuc hanh trén
6.4.1. Domain dong cap liu [1] mdy tinh cac ndi
14 6.4.2. l)()}llailll con ' ) 5 4““3 | trong  tai
6.4.3. Chia site domain li€u [2].
6.4.4. Read Only Domai
6.4.5. Trust domain
| Lambai |- Thuc hanh trén
15 On tap tap lon, mdy tinh cac noi
3 " bdo cao. |dung trong tai
h - lidu [2].
Bai thuc hanh
. téng hop
Tong 30 | 30
9. Nhiém vu cua sinh vién:
- Du 16p: Téi thiéu 70% s tiét hoc trén 16p.
- Lam bai tap day du.
- Doc tai lidu giang vién yéu cau.
- Kiém tra gitra ky va thi két thuc hoc phan.
- Dung cu hoc tap: Bai giang, sach tham khao.
10. Thang diém va hinh thirc danh gia:
- Thang diém: 10(0-10)
- Hinh thire danh gia:
+ Sinh vién khong tham gia du 70% sd tiét hoc trén 16p khéng dugce du thi két
thic hoc phfm va nhén diém 0.
+ Diém thanh phéan dé diém 1¢ dén mot chir s6 thap phan.
+ Diém hoc phan lam tron dén phan nguyén.
11. Tiéu chuin danh gia sinh vién
TT ,, Diém thanh phan _Quydinh _| Trong s6 | Ghi chu
Di¢m thuong xuyén, danh |- S6 ti€t du hoc/tong s6
gid nhan thue, l:hfli do thao tiét:' 5% i )
1 | ludn, chuyén can, lam bai |- SO bai tap da lam/tdéng so 10%
tdp ¢ nha, thuc hanh trén | bai tdp dugce giao va tham
phong may. gia thao luan trén l6p: 5%
P ‘ ‘ - Hinh thire K'T: Thuc hanh Thire
2 | Diém ki€m tra gitra ky lrér} may tinl?.. By 30% hanh
, ‘ - S6 lugng bai kiém tra: 03
3 | Thi két thuc hoc phén Thi thuc hanh trén may 60%
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12. Tai liéu hoc tip
- Gido trinh bit budce:

[1] Bai giang Quan tri mang 2, Khoa Cong nghé thong tin, Dai hoc Cong nghiép
Quang Ninh, 2019.

(2] Bai tap thue hanh Quan tri mang 2, Khoa Cong nghé thong tin, Dai hoc Cong
nghiép Quang Ninh, 2019.
- Ta1 liéu tham khao:

[3] Syngress - MCSE Exam 70-294. Planning, Implementing and Maintaining a
Windows Server, Dr. Thomas W. Shinder.

[4] Beyond the MCSE: Active Directory for the Security Professional, Black Hat
USA 2016.

13. Cac yéu ciu khac (néu ¢é) ciia hoe phén: Khong

. Quang Ninh, ngay 02 thang 3 nam 2020
TRUONG BQ MON GIANG VIEN BIEN SOAN

B fee

ThS. Ding Dinh Dire
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